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Problem Definition

The robot should 
bring the coffee to a 

user
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Solution: Mission Specification Patterns and DSL

Build
skyscraper

Patterns

Mission Specification Pattern
• A template solution for a recurrent specification problem
• Maps a recurrent requirement to a specification (LTL/CTL)
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Empire State Building



Methodology
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Domain-Specific Language
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End-user: final customers, 
mission specification 
engineers

End-users: space 
engineers/developers

End-users: developers of 
Simulink models

End-users: safety 
engineers

Domain: robotics Domain: space Domain: automotive, 
medical

Domain: nuclear

Product: a domain-
specific language inspired 
by natural language

Product: logic-based 
language

Product: block-based 
languages 

Product: semi-structured 
arguments

Meaning of Work: does 
what is expected to do

Meaning of Work: does 
not violate requirements

Meaning of Work: does 
not violate requirements

Work: it is adequately 
safe
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Problem Definition

How can we support engineers 
in verifying and validating CPS?



Solution

Provide appropriate logic-based language to specify requirements 
+ 

automated trace-checking procedure supporting this language

Trace-Checking CPS Properties: Bridging the Cyber-Physical Gap,
International Conference on Software Engineering (ICSE),2021,
Menghi, Claudio; Viganò, Enrico; Bianculli, Domenico; Briand, Lionel C



Hybrid Logic of Signals
HLS supports specifications that use

• a signal at a certain timestamp 

• a signal at a certain index

• the timestamp of an index (and vice 
versa)

• expressions combining timestamps, 
indices, and real-valued variables 

exists 𝜌 such that (𝜌<1.5 and
forall σ0 in [0;5] such that 

((mode @i σ0 ) = 0 and (mode @i (σ0 + 1)) = 3) 
implies
exists τ0 in [0s;10s] such that 

(ang-rate @t (τ0 + i2t(σ0 )) < 𝜌)))
Trace-Checking CPS Properties: Bridging the Cyber-Physical Gap,
International Conference on Software Engineering (ICSE),2021,
Menghi, Claudio; Viganò, Enrico; Bianculli, Domenico; Briand, Lionel C



ThEodorE: Trace-checker

ThEodorE:

• Reduces trace-checking problem to a SMT problem

• Allows the use of efficient off-the-shelf SMT solvers

Trace-Checking CPS Properties: Bridging the Cyber-Physical Gap,
International Conference on Software Engineering (ICSE),2021,
Menghi, Claudio; Viganò, Enrico; Bianculli, Domenico; Briand, Lionel C



Evaluation

Evaluated from 212 industrial requirements 

• ThEodorE computed a verdict for 74.5% trace-requirement combinations.

• ThEodorE produced a verdict for 67.9% of the 337 trace-requirement 
combinations that could not be checked by the other tools.

Trace-Checking CPS Properties: Bridging the Cyber-Physical Gap,
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Problem Definition

How can we combine/use the knowledge of engineers to detect 
violations of the system requirements?

Title: Automated Support for Cyber-Physical Systems Design: from Theory to Practice

Overall Goal: ``support engineers in developing safe CPS by defining novel software engineering solutions.’’



Solution: Use Additional Knowledge from Engineers

Engineers are experts about their design

Use their knowledge to search test cases more effectively

Search-based Software Testing Driven by Automatically Generated and Manually Defined 
Fitness Functions, 
ACM Transactions on Software Engineering and Methodology, 2023
F. Formica; T. Fan; C. Menghi
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Search-based Software Testing Driven by Automatically Generated and Manually Defined 
Fitness Functions, 
ACM Transactions on Software Engineering and Methodology, 2023
F. Formica; T. Fan; C. Menghi



Reuse Engineers Knowledge

Engineers are already defining test cases

Reuse of Information Contained in Test Sequences and Test Assessment 
Blocks 

Simulation-based Testing of Simulink Models with Test Sequence and Test Assessment Blocks, 
Under Review (arXiv preprint arXiv:2212.11589)
F. Formica, T. Fan, A. Rajhans, V. Pantelic, M. Lawford, C. Menghi
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Simulation-based Testing of Simulink Models with Test Sequence and Test Assessment Blocks, 
Under Review (arXiv preprint arXiv:2212.11589)
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Problem Definition

Assurance Case (AC): Argument 
decomposing high-level safety claims 
into refined sub-claims that are 
supported by evidence

GSN Syntax:



Problem Definition

How can we support engineers 
in the automated analysis of assurance cases?



Solution

• Threat Assurance Cases as Data 

Assurance Case Development as Data: A Manifesto,
International Conference on Software Engineering: New Ideas and Emerging Results (ICSE-NIER),2023,
Menghi, Claudio; Viger, Torin; Di Sandro, Alessio; Rees, Chris; Joyce, Jeff; Chechik, Marsha



Solution

• Exploit the Power of Formal Reasoning

ForeMoSt

The ForeMoSt Approach To Building Valid Model-Based Safety Arguments, 
Software and Systems Modeling, 2022,
Viger, Torin; Murphy, Logan; Di Sandro, Alessio; Menghi, Claudio; Shahin, Ramy; Chechik, Marsha



Solution

• describes a medium-size assurance case argument for the CERN Large Hadron Collider Machine 
Protection System expressed using Eliminative Argumentation. 

• the assurance case has 509 nodes 

• validated in collaboration with CERN experts
• is publicly available.
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Questions

End-user: final customers, 
mission specification 
engineers

End-users: space 
engineers/developers

End-users: developers of 
Simulink models

End-users: safety 
engineers

Domain: robotics Domain: space Domain: automotive, 
medical

Domain: nuclear

Product: a domain-
specific language inspired 
by natural language

Product: logic-based 
language

Product: block-based 
languages 

Product: semi-structured 
arguments

Meaning of Work: does 
what is expected to do

Meaning of Work: does 
not violate requirements

Meaning of Work: does 
not violate requirements

Meaning of Work: it is 
adequately safe



What Does "Works" Mean?

L1. It is highly context and domain-dependent
(automotive, space, service robots, …) 

L2. It depends on the target users
(end-users, requirements engineers, safety experts, …)

L3. It depends on the goal of specific activities
(mission specification, testing, safety analysis, …)
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