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How can we tell the system is working well?
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The pick-and-place task: the 
robot needs to move a 

workpiece to a target box while 
avoiding dynamic obstacles.
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Testing vs Verification
• Testing: sample based evaluation 

• Modular testing 

• System testing 

• Human study 

• Verification: mathematical proofs 

• System/Modular verification through Lyapunov analysis  

• Neural network verification

Time consuming



Neural Network Verification Tools
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Background Slide on Formal Verificaiton

•Counter example
•Adversarial input bound
•Output reachable set

Bounding

Branching

https://github.com/sisl/NeuralVerification.jl/

C. Liu, T. Arnon, C. Lazarus, C. Strong, C. Barrett, and M. Kochenderfer, "Algorithms for verifying deep neural networks," Foundations and Trends in 
Optimization, 2021.

How to come up with good specifications 
for robotics problems?

http://dx.doi.org/10.1561/2400000035


Case 1: Object Pose Estimation
• Existing approach: robustness against Lp disturbances on sampled images 

• More practical specifications: 

• Whether the pose estimation error is bounded under 1) camera movement; 2) 
lighting changes, etc.

Hu, Hanjiang, Changliu Liu, and Ding Zhao. "Robustness Verification for Perception Models against Camera Motion Perturbations." ICML Workshop on 
Formal Verification of Machine Learning (WFVML). 2023.



Case 2: Human Prediction Model

Human data Model Learning
Prediction Model  

(Intention/Trajectory)

Real time measurement

Prediction

• Should the model be Lp robust to every human trajectory? 
(Returning the same intention prediction given small 
perturbations on the human trajectory)
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Case 2: Human Prediction Model

True Adversary False Adversary

Intention label:  
Reaching

Intention label:  
Assembling

R. Liu, and C. Liu, “IADA: Iterative Adversarial Data Augmentation Using Formal Verification and Expert Guidance,” ICML Workshop on Human in 
the loop learning, 2021.

Training Data

Attacked Data



Case 2: Human Prediction Model

R. Liu, and C. Liu, “IADA: Iterative Adversarial Data Augmentation Using Formal Verification and Expert Guidance,” ICML Workshop on Human in 
the loop learning, 2021.
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Reg ILP[4] IADA
Epochs: 500 81.99% 82.53% 82.53%
Epochs: 1k 85.92% 81.99% 85.48%
Epochs: 2k 85.26% 84.06% 88.75%
Epochs: 3k 82.97% 82.31% 89.52%
Epochs: 4k 82.86% 68.56% 90.83%
Epochs: 5k 81.55% 58.52% 92.03%

Table 3: Comparison of the FCNN classification accuracy on human intention prediction. Each entry
is the validation accuracy.

The model validation accuracy is shown in table 3. We can see the accuracy for regular training
increases initially but soon starts to drop due to the overfitting. The ILP achieves comparable accuracy
initially but then drops significantly when adding more adversarial samples. On the other hand, by
using expert knowledge and iterative expansion, IADA is able to continuously improve the model
accuracy.

5.4 Discussion

It is interesting to observe that the ILP adversarial training has worse performance comparing
to regular training in the 2D scenario and intention prediction task. But it improves the model
performance in the MNIST case. This is mainly due to the incorrect labels assigned to the adversarial
samples. For the 2D task and the intention prediction task, the input is more sensitive to adversarial
attacks in a single input dimension. Intuitively, modifying a single dimension of the input could
actually significantly change the output label. For points close to the boundary, it is possible that the
closest adversarial samples actually cross the true boundary and belong to other classes. Therefore,
they would get incorrect labels and harm the model accuracy. Unlike in the image case, modifying a
single-pixel or several pixels would not change the label of the image as a whole. Therefore, human
verification is important, which makes IADA significantly better than ILP in the 2D task and intention
prediction. But the results also demonstrate that with the iterative expansion, IADA is still better
when learning from insufficient data for all cases.

6 Conclusion

This paper proposes an iterative adversarial data augmentation (IADA) framework for training general
NN classifiers. It uses formal verification online to iteratively verify the network robustness and find
adversarial samples accordingly. By acquiring human expert knowledge, the framework augments
the training data using the adversarial samples verified by humans. The experiments show that the
proposed framework can improve the classifier performance by 107.3% in terms of the average
perturbation bound on the MNIST dataset, and 1.36%, 2.2%, 10.48% in terms of the classification
accuracy on the artificial 2D problem, the MNIST dataset, and the human motion dataset respectively.

Although the performance of IADA is remarkable, the major problem is the computation time and
the scalability. In the scenarios shown in section 5, the training times for IADA are similar to ILP
adversarial training, but significantly longer than regular training. In the case of intention prediction,
which requires more frequent human verification, the time cost would be higher. As the network
structure scales up, the computation time could also be more expensive. Therefore, in terms of the
future work, we will focus on exploring more efficient runtime verification to reduce the time cost
and apply the framework to more complex classifier structures. We will also explore for better human
verification strategy to better balance the required human effort and the learned model accuracy.
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The learned model does not try to “robustify” every 
data point, but tries to fit the decision boundary well.
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The robot can only directly 
affect its own state.

Case 3: Robot Policy
• For human-robot collision avoidance

Real World Situation

Computation model in Cartesian space

d(CR(xR), CH(xH)) � �
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C. Liu, and M. Tomizuka, "Algorithmic safety measures for intelligent industrial co-robots", in IEEE International Conference on Robotics and Automation 
(ICRA). IEEE, 2016, pp. 3095 – 3102. 

Safe
Unsafe

The requirements on 
different states are 

different

http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=7487476


Remarks
• What to verify highly depends on the system-under-test 

• There exist gaps between the problems that verification algorithms can solve and 
the problems that need to be verified. 

• Example: (local) robustness to sampled panda images versus (global) 
robustness to all panda images  

• Looking into real applications will offer more insights on what verification tools 
need to be developed
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